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Step 1. Install mobile application “FortiToken Mobile” to generate a One Time Password
(OTP) for each new VPN connection

1) In the following section, installation instructions of FortiToken application on Apple iOS
device will be provided. For detailed installation instructions of FortiToken application on
Android device, please refer to “CPCE Staff SSL VPN Service Installation and User Guide for
Google Android OS”.

Search “FortiToken Mobile” on Apple App Store and install it.

FortiToken Mobile O Fortmoen Mobie
¢ ¢

Fortinet In-App Fortinet In-App
Purchases Purchases

169410 C 169410

626053 : 626053

1.1) Open “FortiToken Mobile”.

FortiToken Mobile
D

Fortinet

.169410

626053
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1.2) Select “Scan Barcode”.

Info Add Account
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1.3) Scan the QR Code on auto-generated VPN activation email to activate the token feature.

(Please activate your token within 1 hour when the activation email is generated, otherwise
you may need to contact ITU system administrator to re-enable the activation process.)

< Back Scan Barcode Enter Manually

png

1.4) A time-based token will be generated for VPN authentication. Double tap on the token and
then tap “Copy” to copy it to the clipboard.

(Please note that the token displayed changes every 60 seconds.)

Info FortiToken Manage -+

FortiToken 1FE9

333612
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Step 2. Install FortiClient VPN application on Windows device

(For first time installation only. Please skip to Step 3 if you have already installed FortiClient.)

2) Download the FortiClient online installer according to your Windows version and install it.

Download the installer from FortiClient Download Page
Open the installer file

FortiClient
Onlinelnsta

ller

Follow the instructions to install the FortiClient application
Select “Yes” when Windows UAC prompt appears

e

-
'@" User Account Control

ﬁ] Do you want to allow the following program to make

changes to this computer?

.@' Program name:  FortiClient Online Installation
£l Verified publisher: Fortinet Technologies
File crigin: Downloaded from the Internet

(v) Show details Yes || No

Change when these notifications appear

Click “Yes” to agree the software license agreement and then select “Next”

B

[[]Yes, I have read and accept the | License Agreement Next

ﬁ FortiClient Setup = X l

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer, Click Next to continue
or Cancel to exit the Setup Wizard.

apn
L[]

(N
U



http://www.forticlient.com/downloads
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e Make sure “Secure Remote Access” box is selected and then click “Next”

ﬂ FortiClient Setup - X ‘
Choose Setup Type L
Choose the setup type that best suits your needs =-=

Security Fabric Agent
Endpoint telemetry, host vulnerability scanning and remediation
[t

SSL and IPsec VPN

[] Advanced Persistent Threat (APT) Components
FortiSandbox detection and quarantine features

[] Additional Security Features

Back Next Cancel

e Select installation directory and then click “Next”

f FortiClient Setup - X |

Destination Folder -
Click Next to install to the default folder or dick Change to choose another. =-=

Install FortiClient to:

IC:‘ngran Files (x86) \Fortinet\FortiClient\

ok [THed 7] | concel
e Click “Install” to begin installation process
ﬂ FortiClient Setup = X
Ready to install FortiClient =-.
Suw

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
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e FortiClient installation is completed and click “Finish” to complete the process

ﬁ FortiClient Setup = X ‘

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.

N
-
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Step 3. Launch the FortiClient application and create a new VPN profile

3) Launch the FortiClient.

Method 1 Method 2
Windows 10 | Launch in Menu bar Launch in Status bar
(v
e Select ”E” icon e Select ’.” icon
e Select “FortiClient” e Select “Open FortiClient Console”
e Open “FortiClient”
Open FortiClient Console
M About FortiClient
. FortiClient
FortiClient
@ FortiClient Diagnostic Tool
Windows 7 Launch in Menu bar Launch in Status bar

e Select " icon
e Select “FortiClient”
e Open “FortiClient”

| @' FortiClient

e Select” g "icon
e Select “Open FortiClient Console”

Open FertiClient Console
About FortiClient
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3.1) On “Remote Access” tab, click “Configure VPN” to create a new VPN profile.

£22 FortiClient — X ‘

File Help

FortiClient Console

Compliance
Not Participating

E‘i Remote Access

No VPN Connected

@ Vulnerability Scan

254 Vulnerabilities Found

Configure VPN

3.2) Enter VPN profile information as follows:
Connection Name: “CPCE VPN” & Remote Gateway: “vpn.cpce-polyu.edu.hk”

while all other fields keep unchanged and then click “Apply”

£22 FortiClient — X ‘
File Help
k New VPN Connection
IPsec VPN
Connection Name
[cPcE vPN |
Description

l |

Remote Gateway
[vpn.cpce—pnlyu.edu.hk I [] customize port 442

Authentication
® Prompt on login () Save login

[] Client Certificate

[] Do notWarn Invalid Server Certificate

+ | - Apply Close
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3.3) Back to “Remote Access” tab of FortiClient and enter account information as follows:

Username: <Your NetID> & Password: <Your PortalPassowrd>

File Help

FortiClient Console

Compliance
Mot Participating

L CPCE VPN
Remote Access

Nz VPN Connected

Vulnerability Scan
1988 Vulnesabilities Found

Connect

3.4) An input field “Enter FortiToken Code” will be prompted.

£22 FortiClient - X ‘
File Help

FortiClient Console

@ F

0K Cancel
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Step 4. Connect to the SSL VPN

4) Enter the OTP generated in Step 1.4 in “Enter FortiToken Code” field and select “OK”".

£22 FortiClient

File Help

FortiClient Console

PCE VPN &,
Sh [
_ N
@ Vulnerability Scar
& 333612
OK Cancel
o

4.1) A SSL VPN connection has been succesfully established. It is recommended to logout the
VPN session by selecting “Disconnect” once you no longer need to access internal campus

network.

£25 FortiClient

File Help

FortiClient Console

Compliance
Net Participating

! ] CPCE VPN
Remote Access L B} 10.1.253.10

VPN Connected SSL

@ Vulnerability Scan

254 Vulnerabilities Found

(5 Duration 00:00:05
| Bytes Received 2.98 KB
[+ Bytes Sent 5.74 KB
Disconnect
[




