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Step 1. Install “FortiToken Mobile” application to generate a One Time Password (OTP) for
each new VPN connection

1) Search “FortiToken Mobile” on Google Play Store.

& fortitoken mobile $

FortiToken Mobile

@ Fortinet
E .

3.9* FREE
FortiClient VPN
Fortinet

4.3% B4 INSTALLED

1.1) Install “FortiToken Mobile” and accept the phone permissions access request.

%5

3

FortiToken Mobile

3@%?3 D  Fortinet

INSTALL

2900

Downloads 307 & Business Similar

FortiToken Mobile is an OATH compliant, time-based
password generator.

READ MORE
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1.2) Open “FortiToken Mobile” application and select “SCAN BARCODE".

FortiToken Mobile

Welcome to FortiToken Mobile

Scan or enter the key to add token

SCAN BARCODE ENTER MANUALLY
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1.3) Scan the QR Code on auto-generated VPN activation email to activate the token feature.

(Please activate your token within 1 hour when the activation email is generated, otherwise
you may need to contact ITU system administrator to re-enable the activation process.)

Place a barcode inside the viewfinder rectangle to scan it.
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1.4) Setup a 4-digit password to access the application.

< FortiToken Mobile

Welcome to FortiToken Mobile
You will need to set a PIN to continue.

After you create your PIN you will have an option to
enable TouchlID to use instead of your PIN.

SET PIN
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1.5) A time-based token will be generated for VPN authentication. Double tap on the token to
copy it to the clipboard.

(Please note that the token displayed changes every 60 seconds.)

FortiToken Manage :

FortiToken E76C -

713896 O

==RATINET.
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Step 2. Install “FortiClient” VPN application and create a new VPN profile

2) Search “FortiClient VPN” on Google Play Store.
< forticlient vpn \’/

FortiClient VPN

Fortinet
2
4.3% (3,818 &) * 100 thousand ¥
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MORE INFO INSTALL

2.1) Install “FortiClient VPN” and accept the phone permissions access request.

Q:
ent VPN

=IN|

FortiClient VPN
@ Fortinet
‘

INSTALL

2900

Downloads 3818 & Business Similar

FortiClient VPN

Please grant permissions for: Access Storage

for Importing Configuration files
FortiClient VPN App allows you to create a secure VPN

connection (IPSec or SSL).

READ MORE
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2.2) Open “FortiClient VPN” application and create a new VPN profile as follows, with VPN Type
set as “SSL VPN”.

< E‘ FortiClient VPN

Add VPN

VPN Name: CPCEVPN

VPN Type:

(®) ssLveN
O 1PsecvPn

2.3) Enter Server address as “vpn.cpce-polyu.edu.hk” while all other fields keep unchanged.

< E FortiClient VPN

SSL VPN SETTINGS

Server

FortiGate server address -

Port (3)

443

Username (3

FortiGate SSL username Server

Certificate o) vpn.cpce-polyu.edu.hk

X.509 certificate in PKCS12 format -

Check server certificate 3) CANCEL
Disabled -

CA server certificate )

X.509 CA server certificate in .cer file

DELETE VPN

Delete this VPN tunnel profile

Lose all these settings and remove it from the list of VPN
tunnels
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Step 3. Connect to the SSL VPN

3) Select the CPCE VPN profile to connect.

< @‘ FortiClient VPN :

CPCE VPN

3.1) Enter account information and select “LOGIN”.

Username: <Your StaffID> Password: <Your PortalPassword>

Login
CPCE VPN

bsername
Password

CANCEL
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3.2) Select “OK” to accept the connection request.

Connection request

FortiClient VPN wants to set up a VPN con-
nection that allows it to monitor network
traffic. Only accept if you trust the source.

OF appears at the top of your screen when
VPN is active.

CANCEL oK
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3.3) PIN screen will be prompted, double tap on “Enter Token Code” to paste the token and

select “OK”.

Enter FortiToken Mobile PIN

ar

Enter Token Code

or

CANCEL

10

Enter FortiToken Mobile PIN

or

713896

or

CANCEL
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3.4) A SSL VPN connection has been succesfully established. It is recommended to logout the
VPN session by selecting “Disconnect” once you no longer need to access internal campus
network.

< @ FortiClient VPN

CPCE VPN

Current Session: 0:02
Remote: 14.136.239.2
Local: 10.1.253.10

Disconnect

11



